
 

Smartphone and tablet forensics 

 

  



With the M2 Bridge New device, we can analyze the network traffic 

of any mobile phone or tablet and determine if there is a 

Trojan Software Spy inside. 
 

• The mobile phone or tablet to be analyzed is not even "touched by the operator". 

• M2 Bridge New is a device that uses Sniffing “Man in the Middle passive” technology . 

• It ‘s sufficient for the owner of the mobile phone to be analyzed to connect to the local Wi-Fi 

network that M2 Bridge New will generate and follow the operator's instructions. 

• A Report will be automatically generated  which produces certified documentation that is 

admissible and usable during legal proceedings + a capture.pcap file for forensic use. 

• It is possible to analyze any device with any operating system. 

• Extremely fast and automated analysis. 

• No connection to external servers.  

• No remote analysis. 

• Updates always available. 

• Shockproof Suitcase, dimensions: 36x26x14,5 cm – weight: 4 kg. 

• Wi-Fi connection for using PCs or Tablets external to M2 Bridge New. 

• High capacity internal battery, autonomy over 10 hours. Charging approximately 4 hours. 

• Apple iPad Monitors. 

• USB connector directly into the panel to download the Report. 

• Ability to send the Report via Airdrop or Email or upload it to a Cloud. 

• SIM connector directly in the panel. 

• External RJ45 connector for connection without SIM. 

• Two external fans plus one internal one. 

Some screenshots of M2 Bridge New 
 

 
 

- Ability to enter text manually, the information entered will be automatically included  

in the PDF Report. 

- Always-on connection verification check. 



 

- Ability to generate a temporary Wi-Fi network for device analysis. 

- SSID and Password always different for each analysis. 

 

 
- Connected device analysis. 

- Sniffing (Man in the Middle passive). 

 

 
- First response. 



 
 

- Full report. 

- 1 link to Whois Domain Tools. 

- 2 link to Domain 

- 3 link to ipTRACKERonline. 

- 4 link to SECURI. 
 

 

 

In the automatically generated PDF report, we will have: 

 

 

• Device user; Brand and Model; Telephone number; IMEI 1; IMEI 2; Notes; 

this information will only be present if previously entered. 

 

Automatically: 

• Report generated on. 

• Duration of the aquisition in seconds. 

• Start of acquisition. 

• End of acquisition. 

• Number of packets. 

• BLAKE2s of acquisition. 

• Device MAC address. 

 

• We will also have the descriptions given by the Indicators of Compromise. 

• The positioning of Communications and all intercepted transmissions: 

• The destination IP address - the destination Port number - the Protocol   

the Domain (if available) - the Certificate (if available). 

 

 



PDF Report Example  

(It generates automatically) 

 

 



 



 
 



 

 

In addition to the Report, a capture.pcap file will be automatically generated for forensic use. 

 

Example of capture.pcap file  

(It generates automatically) 

 

 
 

 

 


